Buzz Using Data
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Challenge

comy77/touch®

Real Security. In Real Time.

P .
Generate leads, drive brand growth, and build and reinforce

thought leadership
‘ '

Commtouch | K2-GC Success Story
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Solution

Long-term focus on using corporate data to
build relationships with journalists and their

readership — the Commtouch tajget
audience — and increase blpg ctivity to;
strengthen Google ranking &

Commtouch | K2-GC Success Story
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Data Drives PR Interest

* Regular quarterly reports
» Surveys and third-party sponsored research

* Automated data generation allowed for more frequent blog
updates

* “News flashes” for hot stories, providing teasers to the press, with
a link for additional information

» Started hand-picking key editors/journalists/bloggers to pick up the story &
providing them preview information before publishing the data

* Promoted articles after they were published
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Results
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Compromised
Accounts Survey

Outbound Spam
Analyst Study

Major drop in spam
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Which account [focooo R
was targeted? Guail 19%

27 WindowsLive  15%

2071 Holiday
How To E o o= 2

How was your account compromised? Reviews News Download CNETTV  HowTo Marketplace amykenigsberg

0 2% 156% 15 %
0 Not sure clickeda | Used public |Clicked
facebook Wi-Fi

' onan
link or Intemnet | email
Do not know how ? terminal | Virus

their account was
compromised

Best-in-class 19 city / 26 hwy mpg*
Best-in-class standard hOrSEROWET | yp| 0RE LINCOLN MKX

Home > How To

Only you can prevent phishing
attacks

= by Dennis OReilly | October 10, 2011 9:40 AM PDT & — 7R <
b &
. ﬁ & :

i ) i ) Best-in 19 city /26 hwy mpg*
As | sorted through several dozen newly arrived e-mails this morning | Best-in-class standard horsepower

noticed one from "Provider Inc.” with "Order Sales Order" in the EXPLIRE T
subject line. "Damn phishers," | thought as | prepared to send the

message to the digital Dumpster. [ et |

User education is the key to phishing prevention
Phishers are the scum of the earth. According to CommTouch's October 2011 State of Hacked About How To
Accounts report (PDF), phishing e-mails are being sent increasingly from compromised

accounts rather than from "zombie" addresses. This makes it more difficult for your e-mail

1.8 /

3 sent

wme s “stuck in a foreign
country please send money'

messages to friends

What was done with your hacked account?
54% 23% 2% 8%
Send spam Not sure Scams. Phony
Facebook
post

of hacked
N accounts used for
0 SPAM or SCAMS

54% 310 15% provider to block the messages because they appear to originate from trusted domains. RSS + 1 Yahoo
: end: 1 noticed fficial email Sub: b M Addthis Feed
2 How did you hear your l'(’)‘|‘r]':n: IM ((:.;;:Isn;\::;t, According to a CommTouch survey of people whose e-mail accounts were hacked, Yahoo Mail upsenke fshee
& account was hacked? @ ‘.’" a (27 percent), Facebook mail (23 percent), Gmail (19 percent), and Hotmail (15 percent) were
Google P SN
M the principal targets of phishers. Not surprisingly, 62 percent of the survey respondents said S S this Feed W Py

they didn't know how their e-mail account was hacked, while 15 percent blamed a Facebook

kg link, and another 15 percent pointed the finger at their use of a public Wi-Fi hot spot.

nothing

. 117 The survey found that 54 percent of the compromised accounts were used to send spam and
** 12 percent to promulgate the "friend stuck overseas” scam; 23 percent of the victims surveyed Topics
by CommTouch said they didn't know how their compromised account was used.

Computers and hardware
Device & Conquer
Home theater

65% 31%
Changed PW * [Ran antivins = Did

How did you fix your
hacked account?

Perhaps the most telling result of the CommTouch survey is how people responded to the

Prevent Your Account from being Hacked phishing attack: 42 percent changed their password, 8 percent ran antivirus software, 23

percent changed their password and ran antivirus software, and another 23 percent did nothing.

L 2 B

Confidentiality To that last group | can only say, "thanks for being a part of the problem.” Smartphones
pas hat v links in 08
e CommTouch's October 2011 Internet Threats Trend Report (PDF) takes a closer look at the Tablets
Web

techniques phishers are using to break into our e-mail and VWeb accounts.
e ——

Get the full report at: http://www.commtouch.com/state-of-hacked-accounts

g Based on dato fiom a comprehensive end-user sunvey conducted ®
Gt September-October 2071, and data ffom the Commtouch® cloud-based c omh
EEE GlobaiView™ Network which tracks and analyzes billons of Intefnet

transactions daily.
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Rebecca Steinberg Herson, Head of Marketing,
Commtouch

‘ ‘ K2 is easy to work with, they
‘get’ tech, and they don’t stop
until they achieve the desired

results.” , ’

Commtouch | K2-GC Success Story
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About Commtouch

Commtouch provides proven messaging and Web security technology to more
than 130 security companies and service providers for integration into their
solutions. Commtouch technology automatically analyzes billions of Internet
transactions in real-time in its global data centers to identify new threats as they
are initiated, protecting email infrastructures and enabling safe, compliant
browsing. The company’s expertise in building efficient, massive-scale security
services has resulted in mitigating Internet threats for thousands of organizations
and hundreds of millions of users in 190 countries.

Commtouch | K2-GC Success Story
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K2 Global Communications

GLOBAL
COMMUNICATIONS

Marketing, comms, & PR strategies with
tactical implementation, including inbound &

content marketing, global PR, social media, and |
marcom for Israeli and international companies |

Focus on corporate value and driving
investment — Client acquisitions by
Huawei, SailPoint & CheckPoint

30+ years of combined experience
introducing 250+ new technologies in
specialized markets

Local availability with global reach

Clients in cybersecurity, Al, 10T, cloud,
agtech, healthcare, big data, SaaS, software
development, storage, biotech, & more

Larry Kenigsberg
Co-founder & CEO K2

Amy Kenigsberg
Co-founder & COO K2
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Int’l +972 9 794 1681
U.S. +1 913 440 4072
amy@k2-gc.com

www.k2-gc.com

GLOBAL
COMMUNICATIONS
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